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3.1 Introduction

Quantum communication and quantum computation are novel methods of
information transfer and information processing, all fundamentally based
on the principles of quantum physics. The performances outdo their classical
counterparts in many aspects [1,2]. In almost all quantum communication and
quantum computation schemes, quantum entanglement [3] plays a decisive
role. In essence, an entangled system can carry all information (e.g., on their
polarization properties) only in their correlations, while no individual subsys-
tem carries any information. This leads to correlations that are much stronger
than classically allowed [89, 100], which is a powerful resource for informa-
tion processing. It is therefore important to be able to generate, manipulate,
and distribute entanglement as accurately and as efficiently as possible.

Successful demonstrations of quantum communication protocols started
with photon experiments in 1992 and include quantum cryptography [4,5],
the simultaneous distribution of a cryptographic key thatis ultimately secured
by the laws of quantum physics; later followed quantum dense coding [6,7],
a protocol to double the classically allowed capacity of a communication
channel by encoding two bits of information per bit sent, and finally quantum
teleportation [8,9], the remote transfer of an arbltrary quantum state between
distant locations.

Since these early achievements, the field of quantum communication, or
more generally quantum information processing, has very much advanced.
New schemes and techniques allow the generation and manipulation of en-
tangled photon pairs and even of four-photon states with much higher effi-
ciency and precision [10,11]. Also, the distances over which entanglement can
be distributed are regularly pushed further. Owing to new protocols one can
now achieve the successive use of teleported states and also the teleportation
of entanglement via entanglement swapping (see Section 3.2.1). An impor-
tant method for distributing pure entangled states even over noisy channels
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is entanglement purification (see Section 3.2.2), which is one ingredient for a
quantum repeater and is also based on the application of elementary quan-
tum gates such as a controlled NOT (CNOT) gate (see Section 3.2.3). Another
promising line of development involves entanglement in higher dimensions,
which might allow further advances such as quantum communication with a
higher resistance against noise (see Section 3.2.4). A very recent development
is the real-world application of entanglement-based quantum cryptography
(see Section 3.2.5). This is linked to the research on distributing entanglement
over long distances, which aims at the establishment of a quantum commu-
nication network (see Section 3.2.6), eventually on a global scale by using
satellites.

3.2 Advanced Quantum Communication
Schemes

3.2.1 Scalable Teleportation and Entanglement
Swapping

Teleportation of quantum states [12] is an intriguing concept within quan-
tum physics and a striking application of quantum entanglement. Besides
its importance for quantum computation [13,14], teleportation is at the heart
of the quantum repeater [15], a concept eventually allowing the distribution
of quantum entanglement over arbitrary distances and thus enabling quan-
tum communication over large distances and even networking on a global
scale.

The purpose of quantum teleportation is to transfer an arbitrary quan-
tum state to a distant location, e.g., from Alice to Bob, without transmit-
ting the actual physical object carrying the state. Classically this is an im-
possible task, since Alice cannot obtain the full information of the state to
be teleported without previous knowledge about its preparation. Quantum
physics, however, provides a working strategy. Suppose, Alice and Bob share
an ancilla entangled pair in advance. Alice then performs a Bell state mea-
surement between the teleportee particle and her shared ancilla, i.e., she
projects the two particles into the basis of Bell states. The four possible out-
comes of this measurement provide her with two bits of classical informa-
tion, which is sufficient to reconstruct the initial quantum state at Bob’s side.
After communicating the classical result to Bob, he can perform one out of
four unitary operations to obtain the original state to be teleported. In de-
tail: suppose photon 1, which Alice wants to teleport to Bob, is in a general
polarization state |x )1 =a|H); + 8]V)1 (unknown to Alice), and the pair of
photons 2 and 3 shared by Alice and Bob is in the polarization-entangled
state |W™)y3. This state is one of the four maximally entangled Bell states
(W)= Z-(IHV); = [VH);) and |@*);= J-(IHH);j & [V'V);), where H and
V denote horizontal and vertical linear polarizations, and i and j index the
spatial modes of the photons. The overall state of photons 1, 2, and 3 can be
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rewritten as

Wiz = W)W )5 = %[“I‘I’—)lz (a [H)z + B8 1V)3)
— (U )1a (@ [H)s — B [V)s) (3-1)
+ @7 )12 (@ [V)3 + B [H)3)
+[@F )12 (@ [V)3 — B 1H)3)].

It can thus be seen that a joint Bell measurement on photons 1 and 2
at Alice’s side, i.e., a projection of particles 1 and 2 onto one of the four
Bell states, projects the state of photon 3 at Bob’s side into one of the four
corresponding states, as shown in Equation (3.1). The outcome of the Bell
measurement is totally random (otherwise Alice and Bob could communicate
faster than light). However, when knowing Alice’s measurement results, Bob
can perform a unitary transformation, independent of | x)1, on photon 3 and
convert its state into the initial state of photon 1.

3.2.1.1 Entanglement Swapping

An important feature of teleportation (also of relevance for long-
distance quantum communication) is that it provides no information whatso-
ever about the state being teleported. This means that an arbitrary unknown
quantum state can be teleported. In fact, the quantum state of a teleportee
particle does not have to be well defined, and it could thus even be entangled
with another photon. A Bell state measurement of two of the photons — one
each from two pairs of entangled photons — results in the remaining two
photons becoming entangled, even though they have never interacted in the
past (see Figure 3.1(a)). This was demonstrated recently by violating a Bell
inequality between particles that never interacted with each other [16] (see
Figure 3.1(b)). A chain of several entanglement swapping systems [17] can in
principle be used to transfer quantum entanglement between distant sites.

3.2.1.2 Scalable Teleportation

A recent result also of relevance for long-distance quantum communication
is the first realization of freely propagating teleported qubits [18], which will
eventually allow the subsequent use of teleported states. In previous experi-
mental realizations of teleportation with photons, the teleported qubit had to
be detected (and thus destroyed) to verify the success of the procedure. This
can be avoided by providing, on average, more entangled ancilla pairs than
states to be teleported. In the modified teleportation scheme (Figure 3.2), a
successful Bell state analysis results in freely propagating individual qubits,
which can be used for further cascaded teleportation. In many of our exper-
iments, two independent polarization entangled photon pairs, produced by
spontaneous parametric down-conversion (SPDC) with a probability p, are
used both for the preparation of the entangled pair | ™),3 (photons 2 and 3)
and for the preparation of the initial state to be teleported (photons 1 and 4).
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Figure 3.1 (a) Scheme for entanglement swapping, i.e., the teleportation of entangle-
ment. Two entangled pairs 0,1 and 2, 3 are produced by two entangled photon sources
(EPR). One particle from each of the pairs is sent to two separated observers; say 0 is
sent to Alice and 3 to Bob. 1 and 2 become entangled through a Bell state measurement,
by which 0 and 3 also become entangled. This requires the entangled qubits 0 and 3 nei-
ther to come from a common source nor to have interacted in the past. (b) Experimental
setup for the demonstration of teleportation and entanglement swapping using pairs
of polarization entangled photons. The two entangled photon pairs were produced by
down-conversion in barium borate (BBO), pumped by femtosecond UV laser pulses
traveling through the crystal in opposite directions. After spectral filtering, all photons
were collected in single-mode optical fibers for further analysis and detection. Single-
mode fibers offer the benefit that the photons remain in a perfectly defined spatial
mode allowing high-fidelity interference. In order to optimize the temporal overlap
between photon 1 and 2 in the beam splitter, the UV mirror was mounted on a mo-
torized translation stage. Photons 0 and 3 were sent to Bob’s two-channel polarizing
beamsplitters for analysis, and the required orientation of the analyzers was set with
polarization controllers in each arm. All photons were detected with silicon avalanche
photodiodes, with a detection efficiency of about 40%. Alice’s logic circuit detected
coincidences between detectors D1 and D2. (c) Experimental violation of Bell’s inequal-
ities from particles that never interacted with each other obtained through correlation
measurements between photons 0 and 3, which is a lower bound for the fidelity of the
teleportation procedure (from [16]). ¢ (¢3) is the setting of the polarization analyzer
for photon 0 (photon 3) and ¢g = ¢3. The minimum fidelity of 0.84 is well above the
classical limit of 2/3 and also above the limit of 0.79 necessary for violating Bell’s
inequality.

Photon 4 acts as a trigger to indicate the presence of photon 1. If one pair
of photons is emitted in each of the pairs of modes 1-4 and 2-3, a threefold
coincidence of T-D1-D2 is sufficient to guarantee a successful teleportation.
However, owing to the probabilistic nature of SPDC, two photon pairs are
both emitted into modes 1-4 with the same probability p> as for a
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Figure 3.2 (a) (1) Original qubit teleportation scheme using polarization-entangled
photon pairs based on spontaneous parametric down-conversion (EPR sources); (2)
Freely propagating teleported qubits. (b) Conditional fidelities (squares) and noncon-
ditional fidelities (circles) obtained in 45° teleportation for different attenuation 1/y.
With increasing attenuation of mode 1, an increase of nonconditional fidelities is ob-
served while the conditional ones remain constant. For y = (.05, the classical limit 2/3
is clearly overcome.

successful teleportation. This will also lead to threefold coincidences of T-
D1-D2, but in this case no teleportation occurs, as mode 3 is simply empty. To
ensure a successful teleportation, ithas been necessary to confirm the presence
of photon 3 by actually detecting it (Figure 3.2). For this reason, the original
Innsbruck experiment [9], the first experimental demonstration of quantum
teleportation, has been called a “postselected” one, while probably the word
“conditional” would be more appropriate, as detection of photon 3 does not
depend on its state. In the new protocol, an unbalanced two-photon interfer-
ometer is used to make a detection at Bob’s side obsolete and therefore allow
for a free propagation of the teleported qubits. The number of unwanted D1-
D2 coincidence counts is reduced by attenuating beam 1 by a factor of y while
leaving the modes 2-3 unchanged. Then a threefold coincidence D1-D2-T will
occur with probability p? owing to successful teleportation, and with signif-
icantly lower probability yp? there will be a spurious coincidence. Thus the
probabilty for a successful teleportation event (conditioned on D1-D2-T) will
scale with 1/(1 4 y), and for sufficiently low y it will not be necessary any-
more to detect the teleported photon 3; a freely propagating teleported beam
of qubits emerges.

To demonstrate experimentally nonconditional teleportation, we inserted
a series of neutral density filters in mode 1 and showed that the probability
of having a successful teleportation conditioned on a threefold coincidence
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Figure 3.3 (a) Sketch of the two laboratories located on either side of the Danube
River (from [23]). The laboratories were located in two sewage water system buildings
owned by the city of Vienna. The faster classical channel (microwave) and the slower
quantum channel (fiber) are shown above and underneath the Danube. The vertical
separation of the two channels is about 40 m. (b) Fidelity of the teleported states with
and without active switching.

of D1, D2, and T increases with decreasing y . The corresponding fidelities for
conditional (fourfold detection) and nonconditional (threefold detection D1-
D2-T) teleportation are shown in Figure 3.2b. We were able to demonstrate
the preparation of a freely propagating teleported quantum state with high
(nonconditional) fidelity of 0.85 4 0.02, i.e., well above the classical limit.*
The possibility of letting the teleported qubit travel freely in space, together
with the high experimental visibility obtained, is a fundamental step in the
direction of the realization of long-distance quantum communication. Further
protocols, such as entanglement purification, are then needed to overcome
decoherence in long-distance quantum channels (see Section 3.2.2).

3.2.1.3 Long-Distance Quantum Teleportation
Teleportation is the basis for the quantum repeater [15], which allows dis-
tributing quantum entanglement over long distances. Also, quantum telepor-
tation over longer distances will be needed for realizing quantum network
schemes involving several parties [22] and naturally for interconnecting de-
vices utilizing quantum computational algorithms. As a next step toward a
full-scale implementation of a quantum repeater, we have realized a large-
scale implementation of teleportation [23] of photon qubits in an outdoor
environment. The two laboratories involved, Alice and Bob, are separated by
600 m across the Danube River in Vienna (see Figure 3.3). Additionally, while
it has been shown that systems based on linear optical elements can only de-
termine two of the four Bell states perfectly [24,7,25], our system achieves the

*Other nonconditional quantum teleportation experiments have been performed with
continuous variables [19] and, only recently, with ions [20,21]. However, the most
suitable systems for long-distance transmission are currently photons.
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optimal teleportation efficiency of 50% when using linear optics alone. This is
realized by an active feed-forward technique, namely by detecting two of the
four Bell states on the transmitter site, Alice, and correspondingly switching
the unitary transformation for the receiver photon at the receiver site, Bob,
with a fast electro optic modulator (EOM).

An important feature of our experiment was the implementation of an
optimized Bell state analyzer (BSA) capable of detecting two of the four Bell
states on Alice’s side, and the implementation of an “actively switched” uni-
tary transformation on Bob’s side triggered by the outcome of Alice’s Bell state
measurement (BSM). Alice’s BSM result was sent to Bob via a microwave link
(2.4 GHz) above the Danube River. The classical channel transmitted one bit
of information about Alice’s BSM outcome (¥~ or ¥™). This signal traveled
the distance of 600 m almost at the vacuum speed of light, which took about
2 ps. Additionally, delays in the detectors and in several signal stages of the
transceivers introduced an extra delay of 0.6 ps. However, since the speed
of light in a fiber is approximately 2/3 of the vacuum speed of light, the en-
tangled photon d traveled the 800 m fiber from Alice to Bob in about 4 ps.
Therefore, the information on Alice’s BSA outcome arrived at Bob’s labora-
tory approximately 1.4 ps before the arrival of photon d. This provided Bob
with sufficient time to set an EOM to apply the birefringent phase shift of 0 or
7 between the |H) and | V) optical light modes on the received photond. When
Alice’s BSM result was a W ~, then Bob left the EOM at the idle voltage (i.e., the
EOM introduces no phase shift and the teleported state remains unchanged),
and when it was a W, then Bob applied the activation voltage (i.e., the EOM
introduced a 7 phase shift between the horizontal and vertical polarization)
just before the photon passed through the EOM. In both cases, Bob eventually
obtains an exact replica of the initial teleportee state (see Equation (3.1)).

- The EOM was a KDP Pockels cell, which achieved the phase shift of 7
with an accuracy of 1:200 at a voltage of 3.4 kV. The timing information of the
received classical signal was delayed with a digital delay generator, and when
a W+ wasreceived, then the EOM was triggered with a 100 ns pulse with a rise
time of 20 ns. Additionally, Bob used a logic circuit to count only those detec-
tions of his photons that arrived at the expected times within a coincidence
window of 10 ns. Note that without operation of the EOM, Bob observes
only a completely mixed polarization for a [45°) and a circular polarization
input state. When teleporting polarizations along H or V, the transformation
is irrelevant, since the EOM phase shift does not affect these states. The full
teleportation protocol was demonstrated by teleporting distinct linear polar-
ization states and circular polarization states (see Figure 3.4b). The classical
fidelity limit of 2/3 [26] is clearly surpassed by our observed fidelities of
around 0.85. This is a step toward a full-scale implementation of a quantum
repeater to achieve shared pure entanglement between arbitrarily separated
quantum communication partners. Such a quantum repeater requires quan-
tum teleportation, purification of entanglement, and quantum memories.
Recent results [27,28] indicate the advance of quantum memory, which might.
be suitable for future quantum communication networks.
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Figure3.4 (a)Scheme for entanglement purification of polarization-entangled qubits
[30]. Two shared pairs of an ensemble of equally mixed entangled states pap are fed
into the input ports of polarizing beam splitters that substitute the bilateral CNOT
operation necessary for a successful purification step. Alice and Bob keep only those
cases where there is exactly one photon in each output mode. This can happen only
if no bit-flip error occurs over the channel. Finally, to obtain a larger fraction of the
desired pure (Bell) state they perform a polarization measurement in the |+) basis in
modes a4 and by. Depending on the results, Alice performs a specific operation on the
photon in mode a3. After this procedure, the remaining pair in modes a3 and b3 will
have a higher degree of entanglement than the two original pairs. (b) Experimental
results. a and b show the experimentally measured fractions both in the H/V and in
the +/— bases for the original mixed state. c and d show the measured fractions of the
purified state in the modes a3 and bz both in the H/ V and in the +/— bases. Compared
with the fractions in a and b, the experimental results shown in ¢ and d both together
confirm the success of entanglement purification.
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3.2.2  Purifying Quantum Entanglement

Owing to unavoidable decoherence in the quantum communication channel,
the quality of entangled states generally decreases with the channel length.
Entanglement purification schemes [29] allow two spatially separated parties
to convert an ensemble of partially entangled states (which result from trans-
mission through noisy channels) to a set of almost perfectly entangled states
by performing local unitary operations and measurements on the shared
pairs, and coordinating their actions with a classical channel. One thus sim-
ulates a noiseless quantum channel by a noisy one, supplemented by local
actions and classical communication. In a recent experiment, entanglement
purification could be demonstrated for the first time experimentally for mixed
polarization-entangled two-particle states [30].

The crucial operation for a successful purification step is abilateral condi-
tional NOT (CNOT) gate, which effectively detects single bit-flip errors in the
channel by performing local CNOT operations (see Section 3.2.3) at Alice’s
and Bob’s side between particles of shared entangled states. The outcome of
these measurements can be used to correct for such errors and eventually
leads to a less noisy quantum channel [29]. For the case of polarization en-
tanglement, such a parity check on the correlations can be performed in a
straightforward way by using polarizing beamsplitters (PBS} [31] that trans-
mit horizontally polarized photons and reflect vertically polarized ones.

Consider the situation in which Alice and Bob have established a noisy
quantum channel, i.e., they share a set of equally mixed, entangled states p 5.
Atboth sides the two particles of two shared pairs are directed into the input
ports a;, a; and by, by of a PBS (see Figure 3.2). Only if the entangled input
states have the same correlations, i.e., they have the same parity with respect
to their polarization correlations, will the four photons exit in four different
outputs (four-mode case), and a projection of one of the photons at each side
will result in a shared two-photon state with a higher degree of entanglement.
All single bit-flip errors are effectively suppressed.

For example, they might start with the mixed state psp =F - |[®F) "] 4p
+ (1 —F) - |W) (¥ | 45, where |®1) = (|HH) + |VV)) is one of the four maxi-
mally entangled Bell states. Then only the combinations |®%),, 0, ®
[®F)p, 5, and (W), 2, @ W7 )p, 4, will lead to a four-mode case, while {®T),, 4,
® W)y, b, and |V 7Yy, 4, @ 1O, 5, willbe re]ected Finally, a projection of the
output modes a4, b4 into the basis |+) ({H) £1V)) will create the pure
states |©T),, 5, with probability F'= Pz/[f%z + (1 = F)?} and |¥),, 5, with
probability 1 — F’, respectively. The fraction F’ of the desired state |®™) be-
comes larger for each purification step if F > % In other words, the new state
p'sp shared by Alice and Bob after the bilateral parity operation demonstrates
an increased fidelity with respect to a pure, maximally entangled state. This
is the purification of entanglement.

Typically, in the experiment, one photon pair of fidelity 92% could be
obtained from two pairs, each of fidelity 75%. Also, although only bit-flip
errors in the channel have been discussed, the scheme works for any general
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mixed state, since any phase-flip error can be transformed to a bit-flip by
a rotation in a complementary basis. In these experiments, decoherence is
overcome to the extent that the technique would achieve tolerable error rates
for quantum repeaters in long-distance quantum communication based only
on linear optics and polarization entanglement.

Purification not only provides a way to implement long-distance quan-
tum communication but also plays an important role in fault-tolerant
quantum computation. Quantum error correction [32,33] allows a universal
quantum computer to be operated in a fault tolerant way [34,35]. However, in
order for quantum repeaters and quantum error correction schemes to work,
there are stringent requirements on the precision of logic operations between
two qubits. While the tolerable error rate of logic gates in quantum repeaters
is of the order of several percent [15], that in quantum error correction is of
the order of 107* to 107>, still far beyond experimental feasibility. Fortunately,
a recent study shows that entanglement purification can also be used to in-
crease the quality of logic operations between two qubits by several orders of
magnitude [36]. In essence, this implies that the threshold for tolerable error
in quantum computation is within reach using entanglement purification and
linear optics. Our experiments achieved an accuracy of local operations at the
PBS of about 98%, or equivalently an error probability of 2%. Together with
the high fidelity achieved in the latest photon teleportation experiments, the
present purification experiment implies that the threshold of tolerable error
rates in quantum repeaters can be well fulfilled. This opens the door to realistic
long-distance quantum communication. On the other hand, with the help of
entanglement purification the strict accuracy requirements of the gate opera-
tions for fault-tolerant quantum computation are also reachable, for example,
within the frame of linear optics quantum computation [37].

3.2.3 A Photonic Controlled NOT Gate

As can be seen above, advanced quantum communication protocols such
as entanglement purification may require nontrivial manipulation of qubits,
e.g., bilateral parity checks on pairs of photons (see Section 3.2.2). The under-
lying operations are typically elementary quantum gates, which are also used
for universal quantum computation. Well-known examples of such gates are
the controlled NOT (CNOT) and controlled phase (CPhase) operations. The
crucial trait of these gates is that they can change the entanglement between
qubits. A CNOT gate flips the value of the target bit if and only if the control
bit has the logical value 1 (see below). Entanglement can now be created be-
tween two independent input qubits if the control bit is in a superposition of
0 and 1. On the other hand, any Bell state that is fed into a CNOT gate will
result in distinct separable output states that make it possible to distinguish
all four Bell states deterministically.

In previous experiments [38,39,40] destructive linear optical gate oper-
ations have been realized. However, such schemes necessarily destroy the
output state and are hence not classically feed-forwardable, i.e., they do not



56 v Quantum Communications and Cryptography

a) b)
A
: v
input at 7 bl ___». controt bit / input PBS ﬁll bl output

q_UV-pump

Bell State gb)

input a2 éﬁ b2 P> target bit

> output

HiN
=

A\ v

*—

Figure 3.5 (a) The scheme to obtain a photonic realization of a CNOT gate with
two independent qubits. The qubits are encoded in the polarization of the photons.
The scheme makes use of linear optical components, polarization entanglement, and
postselection. When one and only one photon is detected at the polarization sensitive
detectors in the spatial modes b3 and by, the scheme works as a CNOT gate. (b) The
experimental setup. A type Il spontaneous parametric down-conversion is used both
to produce the ancilla pair (in the spatial modes a3 and a4) and to produce the two input
qubits (in the spatial modes a1 and a7). In this case, initial entanglement polarization is
not desired, and it is destroyed by making the photons go through polarization filters,
which prepare the required input state. Half-wave plates (HWP) have been placed in
the photon paths in order to rotate the polarization; compensators (comp) are able to
nullify the birefringence effects of the nonlinear crystal. Overlap of the wavepackets
at the PBSs is assured through spatial and spectral filtering.

allow scalable quantum computation. This section will discuss the realization
of a CNOT gate, which operates on two polarization qubits carried by inde-
pendent photons and which satisfies the feed-forwardability criterion [41].
The scheme, shown in Figure 3.5, was first proposed by Franson et al. [42].
It performs a CNOT operation on the input photons in spatial modes 4; and
a2; the output qubits are contained in spatial modes by and b,. The ancilla
photons in the spatial modes a3 and a4 are in the maximally entangled Bell
state ¢+ a0, = 75 (|H)as | H)ay + 1V)ay| V)a)-

In the following, |H) (a horizontally polarized photon) and |V) (a verti-
cally polarized photon) will denote our logical “0” and “1”. The CNOT opera-
tion for qubits encoded in polarization can be written as | H).|H); — |H):|H):,
|[H) Ve = [H)e Ve, [V)elH) = IV Vi, [V)el V)i = |V)e|H)t, where thein-
dices ¢ and t denote the control and target qubit.

The scheme works in those cases where one and only one photon is found
in each of the modes b3 and by. It combines two simpler gates, namely the
destructive CNOT and the quantum encoder. The first gate can be seen in
the lower part of Figure 3.5 and comprises a polarizing beam splitter (PBS2)
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rotated by 45° (the rotation is represented by the circle drawn inside the sym-
bol of the PBS), which works as a destructive CNOT gate on the polarization
qubits, as was experimentally demonstrated in [42]. The upper part, compris-
ing the entangled state and the PBSI, is meant to encode the control bit in the
two channels a4 and by.

Owing to the PBS operation, which transmits horizontally polarized pho-
tons and reflects vertically polarized ones, the successful detection of the state
|4+) at the port bz postselects the following transformation of the arbitrary in-
put state in a1: a[H)s + B|V)a, = a|H)a | H)p, + BIV)a,|V)p,. The control bit
is thus encoded in a4 and in by. The photon in a4 serves as the control input to
the destructive CNOT gate and will be destroyed, while the second photon
in by serves as the output control qubit.

For the gate to work properly, one has to demonstrate that the most gen-
eral input state,

Wara, = [H)a (| Ha, + 02| Va,) + | V), (@3] H)a, 4 4] V)a,),

ai,a

can be converted to the output state,

(W)ors, = [HDby (@1 H)p, 4 02| V)s,) + V)i, (03] V)i, + sl Hp,).

Let us consider first the case where the control photon is in the logical
zero or horizontally polarized. The control photon will then travel undis-
turbed through the PBS, arriving in the spatial mode b;. As required, the
output photon is |H). In order for the scheme to work, a photon needs to
arrive also in mode b3: given that the input photon is already in mode by,
the additional photon will necessarily be provided by the EPR pair and is
|H) after transmission through PBS1. We know that the photons in a3 and
a4 are entangled, so the photon in a4 is also in the horizontal polarization
state. For a |H) (|V)) target photon, taking into account the 45° rotation of the
polarization on the paths a,, a4 due to the half-wave plates, the input at PBS2
will then be in the state |+)s,[+)a, (|+)a,|—)a,)- This state will give rise, with
a probab1hty of 50%, to the state where two photons go through the PBS2,
namely |¢%)p, p, = (]H)b,lH Yo, £1V)5,1V)p,). After the additional rotation
of the polarization and after the subsequent change to the H/V basis (where
the measurement will be performed), this state acquires the form |¢pt);, 1, =
f(|H>b2|H)b4 F IV, I Vh0,) ()i, = \/—(IH)ble)m + Vo, | H)p,))

The expected result, |H)(]V)), in the mode b, is found for the case where
the photon in by is horizontally polarized. We can see in a similar way that the
gate works also for the cases where the control photon is vertically polarized
or is polarized at 45°.

The experimental setup for the CNOT gate is shown in Figure 3.5. An
ultraviolet pulsed laser, centered at a wavelength of 398 nm, with pulse du-
ration 200 fs and a repetition rate of 76 MHz, impinges on a nonlinear BBO
crystal [43], in which it produces probabilistically the first photon pair in
the spatial modes a7 and a,. They serve as input qubits to the gate. The UV
laser is reflected back by the mirror M1 and, on passing through the crystal a
second time, produces the entangled ancilla pair in spatial modes a3 and 4.
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Half-wave plates and nonlinear crystals in the paths provide the necessary
birefringence compensation, while the same half-wave plates are used to ad-
just the phase between the down-converted photons (i.e., to produce the state
¢*) and to implement the CNOT gate.

We then superpose the two photons at Alice’s (Bob’s) side in the modes
ay, az (ap, aq) at a polarizing beam splitter PBS1 (PBS2). The indistinguisha-
bility between the overlapping photons is improved by introducing narrow
bandwidth (3 nm) spectral filters at the outputs of the PBSs and monitor-
ing the outgoing photons by fiber-coupled detectors. The single-mode fiber
couplers guarantee good spatial overlap of the detected photons; the narrow
bandwidth filters stretch the coherence time to about 700 fs, substantially
larger than the pump pulse duration [44]. The temporal and spatial filtering
process effectively erases any possibility of distinguishing the photon pairs
and therefore allows two-photon quantum interference.

The described CNOT scheme is nondestructive, i.e., the output photons
can travel freely in space and may be further used in quantum communication
protocols. This is achieved by detecting one and only one photon in modes b3
and b4. Since photon-number resolving detectors are not yet readily available
at this wavelength, we implement a fourfold coincidence detection to confirm
that photons actually arrive in the output modes by and b;.

To demonstrate experimentally the working operation of the CNOT gate,
we first verify the CNOT truth table for input qubits in the computational basis
states |H)|H), |H)|V), |V)|H), and |V)|V). Figure 3.6(b) compares the count
rates for all 16 possible combinations. We then show that the gate also works
for a superposition of input states. The special case in which the control input
is a 45° polarized photon and the target qubit is an | H) photon is particularly
interesting: we expect that the state [+),, |H),, evolves into the maximally
entangled state |¢pby, by = —\—}E(IH)b] | HYp, + V0,1V )5,). We prepare |4) 4, | H) g,
as the input state; first we measure the count rates of the four combinations of
the output polarization (|[H)|H), ..., [V)|V})) and then after going to the |+)
linear polarization basis an Ou-Hong-Mandel interference measurement is
possible; this is shown in Figure 3.6.

On the other hand, the same CNOT operation can be used to identify Bell
states when they are used as input states [45]. For this procedure, the gate
performs an operation that transforms each of the entangled Bell states into
well-defined but different separable states, which are simple to distinguish.
When a Bell state enters a CNOT gate in modes 47 and a5, the gate operation
can be described by

105 ) a0 = 10, [ H )y
Wfi)amz - l:l:>b1 lV)bz'

Figure 3.6 shows the count rates of all 16 possible combinations (four
different inputs and four different outputs). They clearly confirm the suc-
cessful implementation of the Bell state analyzer. The fidelity of each Bell
state analysis is Fg+ = (0.7540.05), F4- =(0.79 £0.05), Fy+ = (0.79 £ 0.05),
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Figure 3.6 (a) Demonstration of the ability of the CNOT gate to transform a sepa-
rable state into an entangled state. In (a), the coincidence ratio between the different
terms |H)|H), ..., |V)|V) is measured, proving that the birefringence of the PBS has
been sufficiently compensated; in (b) the superposition between |H)|H) and |V)|V)
is proved to be coherent, by showing via the Ou-Hong-Mandel dip at 45° that the
desired |+) state of the target bit emerges much more often than the spurious state
|—). The fidelity is of (81 &= 2)% in the first case and (77 & 3)% for the second. (b) Ex-
perimental demonstration of the optical Bell state analyzer. Fourfold coincidences for
all possible 16 combinations of the inputs and outputs are shown. Each of the four
different polarization-encoded Bell states is transformed into a distinguishable separa-
ble state |¢pF)y, 1, = 1) by | H)b, and (=) g, 4, = |£)b,1V )b, Each input state was mea-
sured for 1800 seconds at each of the four different polarizer settings. The fidelity is, on
average, 77%.
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Fy-=(0.75 4: 0.05), without subtracting background of any kind. The incor-
rect outcomes originate mainly from incomplete suppression of the double
pair emission and imperfections in the PBS operation.

3.2.4 Higher Dimensional Entanglement
for Quantum Communications

In classical communication protocols it is not unusual to send the informa-
tion encoded not only in 0's and 1's but also in a higher number of levels.
For example, when the information is encoded in phase-modulated electrical
signals, coding two bits per phase change doubles the number of bits per
second. This is called two-level coding. This method is suitable, for example,
for 2400 bps modems (CCITT V.26). Encoding more bits per phase change
increases the number of bits per second but, assuming a constant noise, de-
creases the signal-to-noise ratio (SNR). The right choice of level coding per
physical information carrier is a complicated engineering problem which, be-
sides the speed and the SNR, includes the elaboration of new and efficient
communication protocols for higher level encoding.

As we have already reviewed in previous chapters, quantum communi-
cation and quantum computation protocols usually encode the information
in two-dimensional quantum systems, better known as qubits. Nevertheless,
there are ways of enlarging the available dimension of the quantum informa-
tiorr carrier. A system that is completely described by n different orthogonal
vectors is called a qunit. In the same way as in their classical counterpart, the
use of qunits increases the information rate, but surprisingly enough the sys-
tem is also more resistant to noise. For example, entangled qunits can violate
Bell’s inequalities more than their two-dimensional counterpart, protecting
in this way the nonlocal quantum correlations against noise. Also, a quan-
tum cryptography protocol using qunits is usually more secure against noise
than those protocols based on qubits [46,47,48]. On the other hand, there are
a series of protocols in quantum communication that are designed specifi-
cally for being implemented in higher dimensional spaces [49,50,51]. On a
more fundamental level, higher dimensional Hilbert spaces provide novel
counterintuitive examples of the relationship between quantum information
and classical information, which cannot be found in two-dimensional sys-
tems [52,53,54].

Encoding qunits with photons has been experimentally demonstrated
using interferometric techniques such as time-bin schemes [55] and super-
positions of spatial modes [56]. Up to now, the only noninterferometric
technique of encoding qunits in photons is using their orbital angular mo-
mentum or, equivalently, their transversal modes [57,58]. Orbital angular
momentum modes usually contain dark spots that regularly exhibit phase
singularities.

The orbital angular momentum of light has already been used to en-
tangle and to concentrate entanglement of two photons [57,59]. This entan-
glement has also been shown to violate a two particle three-dimensional Bell
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inequality [60]. There have been proposals of some experimental techniques to
engineer entangled qunits in photons [58,61,62]. Here we will discuss a gen-
eral scheme for a quantum communication protocol based on the orbital an-
gular momentum of light [63]. This scheme has already been succesfully used
for the experimental realization of a quantum coin tossing protocol [64].

In a general communication scheme, prior to the sharing of information,
the two parties, say Alice and Bob, have to define a procedure that will assure
that the signal sent by one party is properly received by the other. Usually, this
scheme works as follows. First, Alice prepares a signal state she wants to send.
Bob will measure it and communicate the result to Alice, who will correct the
parameters of her sending device following Bob’s indications. This process
will be repeated until the two parties adjust the corresponding devices. After
this step is completed, Alice can safely assume that any subsequent signal
which is sent is properly received by Bob.

Using pairs of photons entangled in orbital angular momentum, we can
prepare any qutrit state, transmit it, and measure it. The preparation is done
by projecting one of the two photons onto some desired state. This projects
the second photon nonlocally onto a corresponding state. This state may be
transmitted to Bob and finally measured by him. The measurement employs
tomographic reconstruction. This last step is usually a technically demanding
problem, inasmuch as it needs the implementation and control of arbitrary
transformations in the quantum system’s Hilbert space.

The experimental setup we used is shown in Figure 3.7. A 351 nm wave-
length argon-ion laser pumps a 1.5-mm-thick BBO (8-barium-borate) crystal
cut for Type I phase matching conditions. The crystal is positioned so as to
produce down-converted pairs of equally polarized photons at a wavelength
of 702 nm emitted at an angle of 4° off the pump direction. These photons are
directly entangled in the orbital angular momentum degree of freedom. Alice
can manipulate one of the down-converted photons while the other is sent
to Bob. Before being detected, Bob’s photon traverses two sets of holograms.

Bob
side

Transforming Projecting
holograms  holograms

x_“.———_—_’//

Figure 3.7 Experimental setup from [63]. A 351 nm wavelength laser pumps a BBO
crystal. The two generated 702 nm down-converted photons are sent to Alice’s and
Bob’s detectors, respectively. Before being detected, each photon propagates through
a set of holograms. Each photon was coupled into single-mode fibers and directed to
detectors based on avalanche photodiodes operating in the photon counting regime.
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Each set consists of one hologram with charge m = 1 and another with charge
m = —1. The first set of holograms provides the means of a transformation in
the three-dimensional space expanded by the states | — 1), |0), and |1). The
second set, together with a single-mode fiber and a detector, acts as a projector
onto the three different basis states. All these elements are Bob’s receiving de- .
vice. Alice’s photon also traverses a set of holograms, which, together with the
source and the detector on Alice’s side, act as Alice’s sending device. When-
ever Alice detects one photon, the transmission of a photon to Bob is initiated.
Due to the quantum correlations between the entangled photons, Alice can
radically control the state of the photon sent to Bob. In order to adjust their
respective devices properly, Bob has to perform a tomographic measurement
of the received state and classically to communicate his result to Alice.

In Figure 3.8 we present three examples of qutrits that were received by
Bob and remotely prepared by Alice. All of them were found to be very nearly
pure states, their largest eigenvalues and corresponding eigenvectors being
(@) Apax =0.99, |eyax) =0.68]0) + 0.71|1) — 0.14] — 1); (b) Apax =0.99, leyax) =
0.65]0) + 0.53 exp(—10.267)|1) 4 0.55 exp(—i0.67)| — 1); (€) Apux = 0.99, |€,ax)
= 0.58]0) 4 0.58 exp(—i0.056m)|1) 4+ 0.58 exp(—10.897)| — 1). From these exam-
plesitisshown thatbesides the relative intensities, Alice could also control the
relative phases of the states sent. Other reconstructed qutrits (not presented
in Figure 3.8) showed an effective suppression of the |0) mode through de-
structive interference from the two holograms. The result was A, =0.97,
|emay) = 0.26]0) + 0.68 exp(10.117)|1) 4 0.68 exp(—i0.217)| — 1). As can be de-
duced from the maximum eigenvalue of all the data, the purity of the recon-
structed states was larger than 97%. By direct comparison of the measured
data and the data estimated by the reconstructed matrix, the error was com-
parable to the statistical Poissonian noise, which demonstrates the reliability
of the tomography.

The method presented establishes a point-to-point communication pro-
tocol in a three-dimensional alphabet. Using the orbital angular momentum
of photons, we can implement the three basic tasks inherent in any communi-
cation or computing protocol: preparation, transmission, and reconstruction
of a qutrit. This communication scheme has already been experimentally im-
plemented in a quantum coin tossing experiment [64], which is an original
cryptographic protocol using qutrits.

3.2.5 Entanglement-Based Quantum Cryptography

Quantum cryptography is the first technology in the area of quantum infor-
mation thatis in the process of making the transition from purely fundamental
scientific research to an industrial application. In the last three years, several
companies have started developing quantum cryptography prototypes, and
the first products have hit the market. Up to now, these commercial products
were all based on various faint-pulse implementations of the BB84 proto-
col [5,65,66].
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Figure 3.8 Results of quantum state tomography applied to three different re-
motely prepared states of Bob’s quitrits: (a) 0.68]0) + 0.71/1) — 0.14] — 1); (b) 0.65]0) +
0.53 exp(~i0.267)|1) + 0.55 exp(—i0.67)| — 1); (c) 0.58|0) + 0.58 exp(—i0.057)|1) +
0.58 exp(—i0.897)| — 1). Left and middle panels show real and imaginary parts of
the reconstructed density matrices; right panels show the absolute values of those
elements for better comparison of how large are the contributions of the three basic
states. From the results it is shown that Alice can control both the relative amplitudes
and the phases of the sent states.

The use of entanglement provides a superior approach to quantum cryp-
tography and was first proposed by Ekert [67]. One of the main conceptional
advantages over single-photon quantum cryptography is the inherent ran-
domness in the results of a quantum-mechanical measurement on an en-
tangled system leading to purely random keys. Furthermore, the use of en-
tangled pairs eliminates the need for a deterministic single photon source,
because a pure entangled photon state consists, by definition, of exactly two
photons that are sent to different recipients. Multiple-pair emissions are in-
herently rejected by the protocol, in contrast to the faint-pulse case, where a
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beam-splitting attack might be successful.* Additionally, high-intensity
sources would allow longer transmission paths compared to single-photon
based systems [69,70]. Another important advantage over single-photon sys-
tems is that the photon pair source is immune to tampering by an illegitimate
party. Any manipulation at the photon source can be detected by the commu-
nicating parties and communication can be stopped.

3.2.5.1 Adopted BB84 Scheme

A very elegant implementation of the BB84 scheme utilizes polarization-
entangled photon pairs instead of the polarized single photons originally
used. This is very similar to the Ekert scheme [67] when Alice and Bob chose
different settings of their analyzers for their measurements of the entangled
photons. As opposed to the Ekert scheme, in which both Alice and Bob ran-
domly vary their analyzers between three settings, the adopted BB84 scheme
uses only two analyzer states, namely 0° and 45°. If they share, for example,
the entangled Bell singlet state | ¥ ™), Alice’s and Bob’s polarization measure-
ments will always give perfect anticorrelations if they measure with the same
settings, no matter whether the analyzers are both at 0° or at 45°. A way to
view this is to assume that Alice’s measurement on her particle of the en-
tangled pair projects the photon traveling to Bob onto the orthogonal state
of the one observed by Alice. So the photons transmitted to Bob are polar-
ized in one of the four polarizations 0°, 45°, 90° and 135°, as with the BB84
scheme.

After a measurement run, when Alice and Bob independently collect
photons for a certain time, they communicate over an open classical channel.
By comparing a list of all detection times of photons registered by Alice and
Bob, they find out which detection events correspond to entangled photon
pairs. From these events they extract those cases in which they both had used
the same basis setting of the analyzers. Owing to the perfect anticorrelations
in these cases, Alice and Bob can build a string of bits (the sifted key) by
assigning a “0” to the +1 results and a “1” to the —1 result of the individual
* polarization measurements. In order to obtain identical sets of a random bit
sequence, one of them finally has to invert the bits.

3.2.5.2 An Entanglement-Based Quantum
Cryptography Prototype System
We have recently developed a quantum cryptography prototype system in
cooperation with the Austrian Research Centers Seibersdorf (ARCS). It was

*This is due to the nonvanishing probability of producing more than two photons
per faint pulse. One possible attack on the security would then simply involve a
beamsplitter, which distributes one photon of a pulse to Eve and one to Bob. This
would allow Eve to gain sufficient information to reconstruct the distributed key. True
single-photon sources are needed to overcome this sufficiency [68].
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Figure 3.9 Sketch of the experimental setup from [71]. Our entangled state source
produces polarization-entangled photon pairs. One of the photons is locally analyzed
in Alice’s detection module, while the other is sent over a 1.45 km long single-mode
optical fiber (SMF) to the remote site (Bob). Polarization measurement is done in one
of two bases (0° and 45°) by using a beam splitter (BS) that randomly sends incident
photons to one of two polarizing beamsplitters (PBS). One of the PBS is defined for
measurement in the 0 basis, and the other in the 45 basis as the half-wave plate (HWP)
rotates the polarization by 45°. The final detection of the photons is done in passively
quenched silicon avalanche photodiodes (APD). When a photon is detected in one
of Alice’s four APDs, an optical trigger pulse is created (sync. laser) and sent over
a second fiber to Bob to establish a common time basis. At both sites, this trigger
pulses and the detection events from the APDs are fed into a dedicated quantum key
generation (QKG) device for further processing.

applied in a real-world scenario in April 2004. This was the first time that
a quantum cryptography system was used for the encryption of an Internet
bank transfer [71]. The system was installed at the headquarters of a large
bank (Alice) and at the Vienna City Hall (Bob), and a key was distributed
over the 1.45 km optical single-mode fiber connecting the parties.

The quantum cryptography system (Figure 3.9) consists of a port-
able source for polarization-entangled photons (Figure 3.10) and two sets
of fourfold single-photon detection modules with integrated polarization an-
alyzers and embedded hardware devices that are capable of handling the
complete software protocol needed to extract a secure and private key out
of raw detection events. The quantum channel between Alice and Bob con-
sisted of an optical fiber that has been installed between the two experimental
sites in the Vienna sewage system. The classical protocol in that experiment is
performed via a standard TCP /1P connection. The exposure of the fibers to re-
alistic environmental conditions, such as stress and strain during installation
as well as temperature changes, was an important feature of this experiment;
the successful operation of the system shows that laboratory conditions are
not necessary for its operation.
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Figure 3.10 Sketch of the experimental implementation. The beam of a laser diode
(LD) is focused by a telescope (lenses L1, L2, and L3) onto the nonlinear crystal (BBO).
The photon pairs created by SPDC leave the crystal with an opening angle of 6°,
passing a half-wave plate (HWP); the polarization of the photons is flipped before they
pass the two compensation crystals (BBO/2). Before they are coupled into a single-
mode optical fiber (SMF) by the coupling lens L4, they pass an optional polarizer
(POL} and an orange glass filter (OF) that blocks scattered UV light. To compensate
for arbitrary polarization rotation within the fiber, a polarization control module (PC)
is connected to the end of the SME.

3.2.56.2.1 The Photon Source. The entangled-photon source has been
inspired by the design of several previous experiments [72,73] (see Figure 3.10).
There, the entangled photons are created by spontaneous parametric down-
conversion in a nonlinear crystal. In our setup, a continuous wave (CW) violet
GalN laser diode was used to pump a nonlinear g-barium borate (BBO) crystal
with 18.6 mW optical power at 405 nm. To achieve a narrow line width, the
laser diode was mounted in Littrow configuration.

The pump beam was focused to a round waist of approximately 100
um at the BBO crystal using a telescope lens system. Three lenses form an
imaging system in which an achromatic lens creates a distortion-free elliptical .
focus that could then be imaged, astigmatically corrected, into the crystal.
The Rayleigh range of the pump beam is much longer than the length of the
BBO crystal used (4 mm long). We used a half-wave plate and a 2 mm long
BBO crystal for compensating for the transversal and longitudinal walkoff
effects [72] (see Figure 3.10). We assumed a gaussian distribution of angles
and rotational symmetry around the intersection lines for the emission of
entangled photons [73]. The collection efficiency was optimized by matching
the emission modes of the entangled photons with the modes accepted by the
tiber coupler.

The setup is aligned to produce the maximally entangled Bell singlet
state

1
wf—hz”—‘“ﬁ(lH)llv)Z’“[V>1‘H>2)- (3.2)
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To characterize realistically the quality of our source without completely re-

constructing the density matrix, we make an assumption on the noise present

in our produced output state. Assuming random (white) noise, our produced

state becomes

(1—-v)
4

pr2=v|¥ ) (¥ |2+ AV (3.3)

In this model, the quality of our source is entirely described by the two-
photon visibility v and the pair production rate per second. The overall num-
ber of detected photon pairs was approximately 25,000 pairs per second, and
the average visibility was better than v =0.95.

3.2.5.2.2 QKD Electronics. The prototype of the dedicated quantum
key distribution (QKD) hardware currently under development consists of
three main computational components: acquisition of the raw key, genera-
tion of synchronization pulses, and QKD protocol tasks. All three units are
situated on a single printed circuit board. The developed detection logic is
implemented in a FPGA and runs at a sampling frequency of 800 MHz, while
employing a time window of 10 ns for matching the detection events and
synchronization signals.

The board handles the synchronization channel and generates a strong
laser pulse whenever a photon counting event is detected at Alice’s site. This
is ensured by a logical OR connection of the detector channels. The synchro-
nization laser pulse at the wavelength of 1550 nm was sent over a separate
single-mode fiber.

A full scale QKD protocol was implemented very recently including data
acquisition, error estimation, error correction, implementing the algorithm
CASCADE [74], privacy amplification, and a protocol authentication algo-
rithm that ensures the integrity of the quantum channel by using a Toplitz
matrix approach. Furthermore, the encryption library modules applied in-
clude one-time pad and AES encryption schemes, the latter allowing key
exchange on a scale determined by the user.

3.2.5.2.3 Results. The average total quantum bit error rate (QBER) of
the raw key was found to be less than 8% for more than the entire run time
of the experiment. An analysis of the different contributions to the QBER
showed that about 2.6% originate in imperfections of the detection modules
and 1.2% are due to reduced visibility of the entangled state. The rest of the
QBER was attributed to the error produced by the quantum channel. The
average raw key bit rate in our system was found to be about 80 bits/s after
error correction and privacy amplification. This value is mainly limited by
the attenuation on the quantum channel, by the detection efficiency of the
avalanche photodiodes, and by the electronics.

To conclude, polarization-entangled photon systems provide an excellent
alternative for systems based on weak coherent pulses. Our results suggest
that the development of a commercial entanglement based quantum cryp-
tography system is not far away.
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3.2.6 Toward a Global Quantum Communication

Network |
3.2.6.1 Free-Space Distribution of Quantum
Entanglement

In more recent years, work has begun on extending the reach of quantum
communication to longer and longer distances — after all, what good is a
quantum phone if you can only call across the room? Clearly, optical photons
are the ideal system for quantum communication over distances, owing to
their weak interaction with the environment (i.e., long decoherence times)
and high speed. The two methods for sharing photons over long distances
are through optical fibers or via free-space optical links. Previously, entan-
gled photons have been shared over long distances only in optical fiber up to
50 km [75]. Similar systems were used to perform a Bell inequality experiment
that closed the locality loophole [76]. Free-space optical links provide an excit-
ing alternative quantum channel when there is a direct line of sight between
two communicating parties. They consist of at least two telescopes — a trans-
mitter and a receiver — which are used to send light over large distances
through the air. Free-space links have been used in conjunction with faint
laser pulses to implement the BB84 quantum cryptography protocol up to a
distance of 23.4 km [77] and even at daylight [78,79,80]. Theoretical studies
have shown that quantum communication in optical fiber can be extended to
approximately 100 km before attenuation overwhelms the signal [81]. Recent
fiber-based experiments already reach this limit. Similar limitations are valid
for optical free-space links, which suffer from attenuation in the atmosphere
due to aerosols [82] and from atmospheric turbulences, which are eventually
limited by the Earth’s curvature. Why is this distance of some hundred kilo-
meters not a limit in our optical networks of today? Quantum information
suffers from a fragility that is not present in its classical counterpart. For ex-
ample, classical optical pulses that encode 0’s and 1’s in an optical network
can be detected and regenerated or amplified every so often in repeater sta-
tions, effectively extending the range of optical communication indefinitely.
However, the polarization state of a single photon cannot be faithfully am-
plified — this can be seen as a consequence of the no-cloning theorem [83].
This makes the quantum analogue of repeaters much more complicated than
their classical counterparts. A quantum repeater [15] is in principle possible
with the use of quantum memories, entanglement purification [29,18], and
entanglement swapping [84,85]. In addition, free-space optical links may be
the way to increase significantly the present quantum communication dis-
tance limit: while earthbound free-space links are just as limited as fiber,
they have the advantage in that they can be combined with satellites. The
atmosphere is relatively thin, and most of the absorption takes place near
the Earth’s surface. The attenuation experienced on a clear day at the Earth’s
surface over approximately 4 km is roughly equivalent to that experienced
vertically through the atmosphere [86]. Transmitting entangled photons from
space to Earth will definitely allow us to overcome the current distance limits
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and bridge distances much larger than those achievable with purely ground-
based laboratories.

3.2.6.1.1 Free-Space Optical Links with Entangled Photons. Our group
recently demonstrated how combine free-space optical technology with en-
tangled photon pairs. The first experiment took place over the Danube in
Vienna, where we could demonstrate the distribution of entangled photon
pairs over 600 m [87]. The second experiment [88] was set up over the city
of Vienna and achieved a distance of approximately 8 km, which exceeds the
atmospheric attenuation for satellite communication.
The schematic setup of the Danube experiment is shown in Figure 3.11.
The compact, portable down-conversion source (see Section 2.5) was placed
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Figure 3.11 (a) Experimental schematic and communication diagram from [87]. The
upper figure shows the positioning of the source and receiver stations for the ex-
periment. The down-conversion source was positioned on the southwest bank of the
Danube River. One receiver station, named Alice, was located 500 m away on a rooftop
on the northeast side of the river, while the second receiver, Bob, was located on a sec-
ond rooftop 150 m away across a railroad and a highway. The inset shows a schematic
of the receiver telescope (the sender is the same with no polarizer). The lower figure
shows how data were communicated and shared for the experiment (see text). (b)
One of the transmitter telescopes during alignment. (¢) Measured polarization corre-
lations between receivers. The data show the measured coincidence rate (per second)
between the two receivers as a function of the angle of the polarizer at receiver B
when the polarizer at receiver A was set to 0° (solid circles, solid line) and to 45° (open
circles, dotted line), respectively. The obviously noisy part in the data coincides with
the passing of a freight train underneath the link to receiver B. The visibilities of the
best fit curves are 88.2 & 5.7% and 89.0 + 3.3%.
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onone bank of the Danube and stored in a shipping crate. One receiver station,
Alice, was on the far bank of the Danube and located on a rooftop approxi-
mately 500 m away. The second receiver, Bob, was located about 150 m from
the source location on a second rooftop. Although both receiver stations were
located above ground level, the Alice link was periodically blocked by pass-
ing ships, and the Bob link, while not completely blocked, experienced extra
beam fluctuations from passing freight trains on the railroad. Our diode-
laser-pumped down-conversion source requires a fraction of the electrical
power and none of the water cooling of an argon-ion- or titanium-sapphire-
pumped system. For this experiment, all electrical power for the source was
supplied from a gas-powered 2 kW generator. This demonstrates that down-
conversion sources are no longer tied to the laboratory environment and can
be taken virtually anywhere; they can function in real-world applications.
In addition to using the diode-pumped system, we took advantage of a sec-
ond recent advance in entangled photon-pair generation — high efficiency
coupling of the down-conversion light into single-mode optical fiber {73].
Transmission from and collection into nighttime ambient background sources
without resorting to high-loss band-pass filters. The transmitting telescopes
for the experiment were simply single-mode fiber couplers and a 5-cm achro-
matic lens with a 150 mm focal length. The receiver telescopes were identical
except for a polarizer placed in front of the coupler that could be rotated
for polarization measurements. Our singles rate background level was lim-
ited to about 600-700 Hz, which was essentially due only to the dark count-
ing rates of the detectors. The communication schematic for the experiment
is shown in Figure 3.11. Alice’s detection signals were sent directly to Bob
via a long coaxial cable that connected the two labs. At the Bob station, a
delay generator was used to account for the extra propagation time of the
Alice signal and synchronize the coincident pulses, which were measured
using standard NIM electronics. While the singles rates and coincidence rates
were measured only at the Bob station, the results were distributed via local
area network (LAN) connections to the Bob rooftop and Wave-LAN to the
source and Alice station. This allowed for remote polarization compensation,
telescope adjustments, and data accumulation using only a single measure-
ment configuration. The source parameters have already been described in
detail in Section 3.2.5. In short, the polarization-entangled singlet Bell state
W) = % (IHV})12 — [VH)12) could be generated with a two-photon visibil-
ity of approximately v =0.95 with singles rates and coincidence rates of ap-
proximately 120,000 Hz and 20,000 Hz, respectively, at a UV pumping power
of 18 mW. The light was coupled through the optical telescope links, each of
which had an attenuation of 12 dB (or about 6% transmission). This was suffi-
cient to yield singles count rates at the receivers of about 4000 s™* (including
background) and a maximum coincidence rate of 15 s71.

In order to support our claim that the shared photons were entangled,
we measured a set of polarization correlations designed to violate maxi-
mally a CHSH Bell inequality [89,90] for the singlet. We define a polarization
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correlation as

N**+ N — Nt~ - N~
Nt+ 4+ N== 4 Nt= 4 N—+’
where N is the number of coincidence counts when the polarizer is set to
the angle ¢4 (“+”) or ¢ (“—") at Alice and when the polarizer is set to the
angle ¢p ("+”) or ¢z (“—") at Bob. The CHSH Bell inequality, which holds for
any local realistic description of the photon pair’s polarization states, is then
written as a combination of such polarization correlations for a set of angles;
this inequality is

S=|E(¢a ¢5) — E(bs ¢5) + E(Pa ¢5) + E@a d5)1 <2, (3.5)

where S is the so-called Bell parameter and ¢ 43y and ¢ 4(p, represent different
polarization settings for Alice (Bob). For a pure singlet state, quantum me-
chanics predicts a maximal violation of this inequality of 5= 2./2, for the set
of angles {¢ 4, ¢4, ¢, P} ={0°,45°, 22.5°, 67.5°}.

The experimentally obtained polarization correlations are E(0°, 22.5°) =
—0.509 4 0.057, E(0°, 67.5°) = +0.643 £ 0.042, E (45°, 22.5°) = —0.558 =+ 0.055,
and E(45°, 67.5°) = —0.702 4- 0.046. Using these results, we calculate Spxp =
2.41 £ 0.10, which is a sufficient violation of the Bell inequality by over four
standard deviations. It is also the experimental signature of shared entangled
states between the two receiver stations. This work was the first demonstra-
tion of the distribution of entangled photon pairs over free-space optical links.
A cryptographic system based on our setup would have shown a total raw
key generation rate of a few tens of bits per second and an estimated quantum
bit error rate (QBER) of 8.4%. It is interesting to note that our link attenuation
of 12 dB corresponds to a value that might be achievable with state-of-the-
art space technology when establishing a free-space optical link between an
Earth-based receiver telescope of 100-cm diameter and a satellite-based trans-
mitter telescope of 20-cm diameter orbiting Earth at a distance of 600 km [91].
Typical losses in an actual satellite experiment might vary, depending on the
link optics and on the performance of satellite pointing and tracking [92,93].

In an extended experiment, we could significantly increase the distance
between the stations. We have distributed entangled photons between an
old observatory and a modern office skyscraper in Vienna, that are 7.8 km
apart [88]; see Figure 3.12. The source of the entangled photons is placed at the
observatory. The reason for choosing such a distance is that in a 4.5-km link
along the ground, one expects the same level of attenuation from scattering
with airborne particles as in going through the whole atmosphere vertically.*
In order to have a reasonable signal at this distance, we have built redesigned

E(¢a ¢5)= (3.4)

*The transmission of 800 nm light from the whole vertical atmosphere is about 80%
under good weather conditions [94,93]. The horizontal attenuation coefficient mea-
sured in Vienna was approximately « = 0.05 km~!. The horizontal distance with the
same attenuation as the whole atmosphere vertically is L = —In(0.8) /o =4.5 km [82].
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Figure 3.12 Scheme of the free-space quantum communication experiment over
Vienna. The transmitter Alice, comprising the single-mode fiber coupled polarization-
entangled photon source (DC) and sending telescope, is located in the 19th-century
observatory Kuffner Sternwarte. Bob has a receiver telescope and is located on the 46th
floor of the Millennium Tower skyscraper 7.8 km away. Alice measures the photons in
mode A from each entangled pair using a four-channel detector made of a 50/50 beam
splitter (BS), a half-wave plate (HWP), and polarizing beam splitters (PBS), which mea-
sures the photon polarization on either the H/V or 4/ — basis, where £ = —1; (HxV).
She sends the other photon in mode B, after polarization compensation (Pol.), via her
telescope and free-space link to Bob. Bob's receiver telescope is equipped with a simi-
lar four-channel detector and can measure the polarizations in the same bases as Alice
or, by rotating an extra HWP, measure another pair of complementary linear polar-
ization bases. Alice and Bob are both equipped with time-tagging cards, which record
the times at which each detection event occurs. Rubidium atomic clocks provide good
relative timing stability between the local measurements. Both stations also embed a
1 pps signal from the global positioning system (GPS) into their time-tag data stream
to give a well-defined zero time offset. During accumulation, Bob transmits his time
tags in blocks over a public Internet channel to Alice. She finds the coincident photon
pairs in real time by maximizing the cross-correlation of these time tags. Which of the
four detector channels fired is also part of each time tag and allows Alice and Bob
to determine the polarization correlations between their coincident pairs. Alice uses
her polarization compensators to establish singlet-like anticorrelations between her
measurements and Bob's.

refractor telescopes. Our new designs are based on larger and higher quality
optical elements. We also relaxed our spatial filtering requirement to re-
duce sensitivity to beam wander and fluctuations. Using locally recorded
time stamps and a public Internet channel, coincident counts from correlated
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photons are demonstrated to violate a Bell inequality by 14 standard devia-
tions. This confirms the high quality of the shared entanglement and it is an
encouraging step toward satellite-based distribution of quantum entangle-
ment and future intracity quantum networks.

3.2.6.2 Quantum Communications in Space

Although free-space optical links are in general superior to optical fibers
with respect to photon absorption, terrestrial free-space links will eventually
suffer from obstruction of objects in the line of sight, from possible severe
attenuation due to weather conditions and aerosols [82] from atmospheric
turbulence, and from the Earth’s curvature. They are thus limited to rather
short distances. To exploit fully the advantages of free-space links, it will
be necessary to use space and satellite technology. By transmitting and/or
receiving either photons or entangled photon pairs to and/or from a satellite,
entanglement can be distributed over truly large distances and thus would
allow quantum communication applications on a global scale. Such a scenario
looks unrealistic at first sight, but we have recently shown that demonstrations
of quantum communication protocols using satellites are already feasible
today [91, 96, 101].

Based on present-day technology and assuming reasonable link parame-
ters, one can achieve enough entangled photons per receiver pair to demon-
strate several quantum communication protocols. For example, a single opti-
cal link between a satellite based transmitter terminal and an optical ground
station would suffice to establish a (single-photon) quantum cryptography
protocol such as BB84 and hence to generate a secure key between the satel-
lite and the ground station. If the same terminal generates another key with
another ground station (at an arbitrary distance from the first one), classi-
cal communication between the two ground stations suffices to establish a
secret key between them. In other words, satellite-based single-photon links
already allow quantum key distribution on a global scale. Note, however, that
in this scenario the security requirements on the satellite are as high as for
standard cryptography schemes. In contrast, these requirements are relaxed
if one can fully exploit an entangled source that distributes pairs of entangled
photons to two ground stations. For example, assuming a LEO based trans-
mitter terminal, a simultaneous link to two separate receiving ground stations
(see Figure 3.13) and a (conservatively estimated) total link attenuation of ap-
proximately 51 dB, one can expect a local count rate of approximately 2600
per second in total at each of the receiver terminals. The number of shared
entangled photon pairs is then expected to be approximately 4 per second. For
a link duration of 300 seconds, this accumulates to a net reception of 1200 en-
tangled qubits. One can expect erroneous detection events on the order of 7
per 100 seconds, which yields a bit error of approximately 2%. This would
already allow a quantum key distribution protocol between the two receiver
stations. It is thus clear that a demonstration of basic quantum communi-
cation protocols based on quantum entanglement can already be achieved
today. Furthermore, the possibility of distributing entangled particles over
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Figure 3.13 Quantum entanglement for space experiments (space-QUEST). Scheme
for satellite-based distribution of entangled photons (left: schematic (from [96]); lower
right: simulation for source on ISS and two specific ground stations (courtesy of ESA
General Studies, Copyright ESA-Autigravite)). Laser comunication satellite terminals
such as SILEX (upper right; courtesy of ESA) might provide the technology necessary
to establish the optical links between satellites or between satellite and ground stations.

distances beyond the capabilities of earthbound laboratories provides novel
opportunities for fundamental tests of quantum physics [95, 101].

Although one must not underestimate the demanding technological chal-
lenges associated with bringing quantum entanglement into space, the next
steps are both clear and feasible. They include the development of a next gen-
eration of space-proof sources for entangled photons as well as the
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development of space-based and ground-based transmitter and receiver con-
cepts for quantum communication hardware. On the space-terminal side, we
have started to investigate the possibility of incorporating an entangled pho-
ton source onboard (existing) laser communication satellite terminals [96]. On
the ground station side, we have performed the first proof-of-concept tests
to demonstrate the feasibility of adapting existing optical ground stations for
satellite-ground quantum communication [97]. It may not be too long until
the first space-based quantum communication experiment with entangled
photons will take off.

3.3 Conclusion and Outlook

Quantum communication has come the long way from purely fundamental
considerations on the nature of quantum physics to the implementation of
novel concepts and technologies of information processing. Somewhat as a
surprise, the role of quantum entanglement has also become more and more
important for the applications. Itis now a relevant resource for most advanced
quantum communication schemes and even for novel quantum computing
architectures such as the one-way quantum computer [98,99]. Main future ex-
perimental challenges in the field of quantum communication and quantum
computation certainly include the development of more reliable and more ef-
ficient sources for entanglement. For example, space-based experiments will
require a compact, robust, and efficient source for entangled pairs, while quan-
tum computing schemes and multiparty quantum communication schemes
will benefit from high-fidelity sources of multiparticle entangled states. Also,
improving the interface between photonic qubits and stationary systems such
as atoms or solids will eventually allow the realization of quantum memories,
which are the major building blocks in any quantum communication network.

We have presented a collection of recent advances in the field of
entanglement-based quantum communication. It is fascinating to observe
how the last years have paved the way for key quantum technologies such as
a quantum repeater and even the realization of a satellite-based global quan-
tum communication network. The quantum physics community is about to
reach a stage in which the developed concepts and techniques of quantum
communication, which started from curiosity about fundamental aspects of
the nature of quantum physics, will evolve into technologies and commercial
products on an industrial level. Quantum cryptography has already reached
this stage. We are confident that other technologies will soon follow.
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