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ABSTRACT 
Quantum entanglement lies a t  the heart of new 
proposals for quantum communication and 
computation, like Quantum Cryptography and 
Quantum Teleportation. Here we describe the 
experimental realizations of quantum 
communication schemes, which improve existing 
classical methods or add new features to  the 
world of communication. 

1. INTRODUCTION 

The new field of quantum information shows fascinating features 
of new methods for secure and efficient communication and new 
algorithms exploiting the capability of quantum computers [ I ] .  
While the latter needs entanglement between a number of 
quantum systems, the basic quantum communication schemes 
only rely on entanglement between the members of a pair of 
particles and thus can be demonstrated already in todays state-of- 
the-art experiments. 

Entanglement between quantum systems is a pure quantum effect 
describing correlations between the systems much stronger and 
richer than any classical correlation couid be. Originally this 
property was introduced by Einstein, Podolsky and Rosen and by 
Schrodinger and Bohr in the discussion on the completeness of 
quantum mechanics and by von Neumann in his description of 
the measurement process [2]. Since then entanglement was seen 
just  as one of those fancy features which make quantum 
mechanics so counterintuitive. Yet, quantum information exploits 
those features to widen and upgrade the power of nowadays 
communication and computation tools. 

In the present work we report on the first experimental 
realizations of quantum communication schemes using entangled 
photon pairs as produced by parametric down-conversion. The 
ready use of these violently nonclassical states of light has 
proven its usability in a number of experiments on the 
foundations of quantum mechanics [3]. We describe how to 
make communication secure against eavesdropping using 
quantum cryptography, how to increase the information capacity 
of a quantum channel by quantum dense coding and finally how 
to communicate quantum information itself in the process of 
quantum teleportation. 

2. QUANTUM COMMUNICATION 

Cryptography enables two parties (lets call them ALICE and BOB) 
to mask confidential messages such, that they are illegible to any 
unauthorized institution (called Eve). However in principal, any 
classical key distribution can be intercepted without being 
detected. The recent development of quantum key distribution 
can cover this major loophole of classical cryptography and 
allows to detect any eavesdropping attack upon this quantum 
channel, since nature does not allow to gain information on the 
state of a quantum system without disturbing it. 

Quantum Cryptography with entangled photon pairs [4] is an 
intriguing application of Bell’s theorem [5 ] .  It states, that the 
results of certain correlation measurements on entangled photon 
pairs can not be described by a theory in which the results of all 
possible measurements are predetermined, and which satisfies 
relativistic locality. Thus Bell’s theorem can be used for 
establishing the security of a quantum channel between ALICE 
and BOB. Since any interception of the connection between the 
source of entangled photons and the observers ALICE and BOB 
will irreversibly affect the entanglement of the photons, and 
hence will lead to a reduced degree of violation of a Bell-type 
inequality. Also, an adaptation of the original, so called BB84 
scheme [6] significantly enhances the security of the quantum 
channel compared to conventional, attenuated pulse quantum 
cryptography. And finally, when utilizing the peculiar properties 
of entangled photon pairs produced by parametric down- 
conversion, one immediately profits from the inherent 
randomness of quantum mechanical observations and obtains 
truly random, non-deterministic keys. 

Various experiments with entangled photon pairs have already 
demonstrated that the entanglement can be observed with high 
signal to noise ratio and also that it can be preserved over 
distances as large as lOkm [ 7 ] .  Here we describe how the 
peculiar quantum properties for the first time could be applied 
for secure generation of random keys. 

Our key distribution system (Fig.la) starts with distributing 
polarization entangled photon pairs described by the state 

IT-) =L( Jz I H>AIV)B  -PLl H > B  1 
where we denote horizontal and vertical polarization of the 
photon by H and V,  respectively, and where photon A is sent to 
ALICE and photon B to BOB. This state is rotationally invariant 
and thus shows perfect anti-correlation for polarization 
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measurements done by ALICE and BOB with two channel 
polarizers with parallel, but arbitrarily oriented settings. The 
perfect anti-correlations will be used for generating the quantum 
keys. The security of the quantum channel then is ascertained by 
evaluating either subsets of the key (BB84-protocoll) or a Bell 
inequality. 

A particularly suited version is due to E.P. Wigner [8], which 
bounds the probabilities for results by 

P++ (.A 1 P E  )+ P++ @ A  ) - P + +  (.A ~ Y B  12 0.  
where the a, p, and yare the analyzer angles of ALICE and BOB. 

In order to implement quantum key distribution, ALICE and BOB 
each vary their analyzers randomly between two angles, ALICE: 
-30°, 0" and BOB: o", 30". Because ALICE and BOB operate 
independently, four possible combinations of analyzer settings 
will occur, of which the three oblique settings allow a test of 
Wigner's inequality and the remaining combination of parallel 
settings (ALICE and BOB at 0') allows to establish the quantum 
key. If the measured probabilities violate Wigner's inequality, 
fundamental laws of physics guarantee the security of the key 
shared by ALICE and BOB. 

Classical communication uses two-state systems to encode a 
single bit, and if one wants to send a certain amount of 
information one consequently has to physically transfer the 
corresponding amount of such systems. The question now arises 
whether one can use quantum systems to communicate classical 
information more efficiently. And also whether it is possible to 
transfer quantum information itself, and if so, which resources 
are needed. In two proposals [9, 101 it was realized, that the 
foremost requirement for the sender and receiver then is to first 
share an entangled pair of particles. As can be seen in Fig. Ib and 
IC, both methods use similar ingredients: first, the source for 
entangled pairs of particles, second a component (U) performing 
unitary operations on a two-state quantum particle given one of 
four classical messages, and finally, the so called Bell-state 
measurement (BSM) projecting a pair of two-state particles onto 
the Bell-state basis given by four maximally entangled, 
orthogonal states 

Quantum dense coding uses the peculiar feature, that just by 
manipulating one of the two particles, each of the four two- 
particle states can be transformed into any other. This enables the 
sender (ALICE) to encode one out of four messages, i.e. 2 bits of 
information, in only one two-state system. After transmission, the 
receiver (BOB) can read this message by projecting the two- 
particle state onto the Bell-basis. We want to stress the fact that, 
as in the classical case, two two-state particles are needed, yet 
due to the particular properties of the Bell-vectors, 2 bits of 
information can be transferred via only one of the two particles 
provided there is no encoding performed on the second one. 

(a) Quantum Cryptography 

EPR-source 

(b) Quantum Dense Coding 
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(c) Quantum Teleportation 
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Figure 1. Schemes of quantum communication methods: 
(a) to guarantee secure communication (quantum 
cryptography), (b) to efficiently transmit classical 
information (quantum dense coding), and (c) to transfer 
arbitrary quantum states (quantum teleportation, c). (P 
polarization measurement, U...unitary transformation, 
BSM ... Bell-state analysis) 

In classical physics any object is fully determined by its 
properties which can be determined by measurement. If one 
knows all that properties, in principle, one can make a copy at a 
distant location and thus does not need to send the object itself. 
Quantum information of a system is given by the state of a 
quantum system. However, according to Heisenberg's uncertainty 
relation one can not fully determine this state by a measurement. 
Any attempt to gain knowledge about quantum information 
causes a collapse of the quantal wavefunction and thus reduces 
the amount of accessible information. This is closely related to 
the no-cloning theorem and seems to bring the idea of 
transferring quantum information to a halt. Surprisingly, it is a 
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measurement which does not give any information about the state 
of a quantum system at all, which shows the way out. 

For the teleportation of a quantum state, ALICE first measures one 
of the entangled particles together with the particle carrying the 
state to be transferred. If the measurement projects the state of 
the two particles onto an entangled state, then the initial 
properties of each of the two particles can not be inferred 
anymore. Yet, due to the original quantum correlations the state 
of the second particle of the pair is correlated with the result of 
the measurement. The corresponding unitary transformation can 
restore the quantum state on BOB'S particle once he received the 
result via classical communication. 

Letter 

3. EXPERIMENTAL REALIZATION 

K M 0 

For the experimental demonstrations of the quantum 
communication schemes polarization entangled photons were 
produced by type-I1 down-conversion in a nonlinear BBO 
crystal. A UV-beam (either continuous radiation at h=351.1 nm 
from an argon-ion laser or pulses with a duration of 200 fs and 
h=490 nm) is down-converted into pairs of photons with equal 
wavelength but orthogonal polarization [ 1 I]. For polarized 
photons state analysis can be performed with high signal to noise 
ratio and the necessary unitary transformations are especially 
easy to perform. One quarter-wave plate and one half-wave 
retardation plate are sufficient to perform the necessary spin-flips 
or polarization dependent phase-shifts to either encode the 
message or to transform into the teleported state. 

The set-up of the quantum key distribution system is sketched in 
figure 2. The photons of a pair are each coupled into 500m long 
optical fibers and transmitted to ALICE and BOB, respectively, who 
are separated by 400m. ALICE and BOB both have Wollaston 
calcite polarizers and electro-optic modulators in front of the 
analyzers which rapidly switch (<15ns) the axis of analysis, 
controlled by quantum random signal generators [12]. Photons 
are detected by silicon avalanche photo diodes, and registered by 
rubidium oscillator controlled time interval analyzers together 
with the analyzer settings and detection results. Overall, our 
system allows to establish a key at a rate of 420biUsec with a 
quantum bit error rate less than 3.4%[13]. The equipment is still 
bulky and costly, however, it has proven to operate with high 
fidelity outside shielded laboratory environment. 

Alice Source Bob . - 

Classical Communicat ion .__........______. -.- .__.._.._.........._..-. 

Figure 2. Scheme of the set-up for Quantum 
Cryptography where the, two users, ALICE and BOB, are 
separated by -400m and connected to the source of 
polarization entangled photon pairs via optical fibers. 

For quantum dense coding and quantum teleportation Bell state 
analysis turned out to be the most crucial task to be performed. 
Conditional state changes, e.g., due to strong coupling or 
interaction between two quantum particles, would be needed, but 
are unfortunately not feasible with current technology. Here we 
employ two-photon interferometry allowing a partial solution of 
the problem [14]. 

The 2-particle interference which occurs when overlapping them 
at a beam splitter usually is described as giving different results 
for fermionic (anti-symmetric wave function) and bosonic 
particles (symmetric wave function) [15], namely either both 
particles leaving the beam splitter via the same output beam for a 
symmetric wave function or one photon exiting into each output 
for an anti-symmetric state. Photons are bosonic particles, yet, 
what matters only is the spatial part of the wave function at the 
(polarization insensitive) beam-splitter, and this is different for 
the various Bell-states. Since only the state IT-) has an anti- 
symmetric spatial part, only this state will be registered by 
coincidence detection between the different outputs of the beam 
splitter. With additional polarization analysis in the outputs, we 
can uniquely identify two of the four states with the other two 
giving a third result. 

This allows to transmit one of three messages in one two-state 
system [16]. Since we now can read 3 different messages, the 
stage is set for the 1.58-bit quantum dense coding transmission. 
Fig. 2 shows the various coincidence rates when sending the 
ASCII codes of "KM"" (i.e. codes 75, 77, 179) in only 15 trits 
instead of 24 classical bits. 

For quantum teleportation, the interferometric approach for Bell- 
state analysis requires specific timing conditions for two 
independent incoming photons on ALICE'S Bell-state analyzer to 
erase path information [14]. We thus use pulsed down- 
conversion radiation together with narrow filtering at the 
detectors. Adjusting for zero delay of the two photons at the Bell- 
state analyzer, one can transfer the state of the initial photon .- in 
our case the polarization - onto a third photon. Fig. 4 shows two 

Figure 3. "1.58 bit per photon" quantum dense coding: 
The ASCII-codes for the letters "KMO" are encoded in 
15 trits instead of the 24 bits usually necessary. The 
data for each type of transmitted state are normalized to 
the maximum coincidence rate for that state. 
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Figure 4. Fidelity of quantum teleportation: the two data 
show the results for teleportaion of the polarization state 
of photons originally prepared at 45" (left) and at 0" 
(right). These results for teleportation of two non- 
orthogonal states prove the possibility to teleport the 
quantum state of a single photon. 

scans for different initial polarization. At zero delay. the 
polarization state could be reproduced on the third photon with a 
fidelity of more than 80% [17]. Demonstrating that also 
entanglement between photons can be teleported, we could prove 
the ability to teleport not only pure states, but any arbitrary 
quantum state of a qubit [18]. 

4. THE NEXT STEPS 

In this contribution we presented the initial proof of principle 
experiments for new communication schemes. They either 
guarantee perfect security against eavesdropping, increase the 
channel capacity of communication or allow, for the first time, to 
transfer quantum properties from one particle onto another one. 
Obviously, photons are the choice for any communication 
techniques, especially when using standard telecom fibers to 
transmit the light to distant locations. 

However, in principle, any two quantum systems could be 
entangled with each other, for example atoms or ions in a trap. 
Then one could consider also schemes, where the long coherence 
time of atomic states allows the storage of quantum states for 
longer times as would be possible for light, the transfer of 
quantum information into such a quantum memory would be 
typically achieved by quantum teleportation. Quantum memories 
find use in extensions to the standard quantum cryptography 
schemes and of course in the new field of quantum computation. 
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